The KidSafe Seminar

Educating Parents on the
Dangers of the Internet
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My Story
 Course Material was developed several years ago, bu  tit
sat “on the shelf”

 When my son was 13, he constantly downloaded music
and crashed the family computer several times

e When rebuilding the computer, | found that he was
accessing pornography

e Along with other changes in his life, | uncovered h IS
addiction to the Internet and other poor choices

e |'ve been speaking at local elementary/middle/high
schools for the last 4 years and have sold hundreds of
workbooks
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The Purpose of the KidSafe Seminar

e Unsupervised, Unfiltered, Unlimited Access to the
Internet Poses Great Danger for Kids and Families

 Many Parents Lack the Technical Skills Necessary to
Verify their Kids Internet Activities are Safe
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 The Purpose of the KidSafe Seminar is to Equip Pare  nts
with the Knowledge, Tools, & Techniques to Ensuret  heir
Children are Safe on the Internet

.

The KidSafe Seminar

© 2009 Atlanta Clearing House



KEEPING YOUR KIDS SAFE ON THE INTERNET

The goal of the Parents Internel Guide is lo eguip parents with the tools
Home Page and technigues to help keep their kids safe while using the Internet.
W _______nHnome Fage

About Us The Parent’'s Internet Guide

Contact Us

In The News Do your kids IM? Chat? Download Music? Use Email? If they do,
parents need to equip themselves with tools and techniques to
Upcoming Events help keep their kids safe. Even the most innocent of computer
activity can be exploited by companies and unscrupulous
individuals. Click here to read current statistics on these threats.

Teens in Crisis

Oadditional Services

Do you feel "computer challenged"? Do your computer skills
consist of checking email and surfing the web? Then the Parent's
Internet Guide is just what you need. We will show you simple
tools and techniques that are available to every one of all
abilities. This comprehensive guide will show you how to
configure your computer and web browser for enhanced security,
checik to see if questionabie material is on your computer, and
how to get rid of that material.

We will also show you, step by step, how to effectively use
Parental Controls of popular Internet software to limit and block
questionable activity. We'll discuss tools to defeat "Pop-Up" web
advertising, unwanted emails, computer activity logging (ie: Spy
Ware), and much more. With school in session, the amount of
time your child spends on-line will increase. Parents need to
prepare themselves, their children, and their computers. This

http://www.ParentsinternetGuide.com /
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Helpful Websites
o KidGrid.com — Safe Websites / Search
 ThinkQuest.com — Age based Search Engine
o Pointsmartclicksafe.org
* PluggedinOnline.com — Focus on the Family
 FBIl.gov/publications/
 WebWiseKids.org
 NetSmartz.org

e Missingkids.com
— NCMEC - National Center for Missing and Exploited

Children
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Latest Study of 1000 Teens Online Habits
* Teens Spend 31 Hours per Week Online

» 2 Hours per Week Accessing Pornography

 11In 4 Teens Reqgularly Spoke to Strangers and Don't  See
Anything Wrong with That

3% Hours per Day Spent in Chat Rooms, IM, YouTube

Over 1 Hour per Week Looking Up Cosmetic Surgery

Over 1 Hour per Week Looking Up Family Planning

1 in 3 Admit Trying to Hide Online Behavior from Pa  rents

3 Hours per Week Researching Homework

.

. _ Study performed by in the UK b .cyb tinel.co.uk
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The Threats - MySpace
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that girl becca

“I want to fil you with
Regret.”

that girl becca is in your extended network l

Female

16 years old
Mpharetta., GEORGIA
United States

Last Login: 2/22/2006

'y

e

Contacting that girl

becca ‘
&= Send Message S Foreard to Friend

LB 4dd to Friends (OF 2ad to Favorites

. . Inztant Messane ‘ Block User

Q Addto Group iﬁ% Rank User

MySspace URL:
-" http:/ fwww.myspace.cg/ rebeccaslen
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that g1rl becca's Latest Biﬂg Entry' [Subscribe to this Blog]

[view Al Blog Entries]

that girl becca'’s Blurbs
About me:

Yaundclide. -

My friends are the most important thing to me.

Don't judge me before you meet me.
I know my flaws & there is no need to remind me of them.
| ¥
FRIENDS is my favorite show EVER.
| love to dance and sing in the rain - and it's just so peaceful to listen to.
Marine Biclogy = ¥
I get really guiet and shy arcund people 1 don't know, but that's not who i am at all. |
am random and well.... me.

This young girl put more than enough information on
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her MySpace page for anyone to locate her.




alexcollette
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Female

14 years old
ATL, GEORGIA
LUnited States

Last Login:
9/19/2006

View My: Pics | Videos

The Threats - MySpace

Georgia Collette IS NO
my last name, its my
middle. who would be
stupid enough too put
there last name on

"They
i= in the eye of the
beholder. What they failed
to tell yvou is that it is best
seen with the eves clozed.
What vou look like isn't
important. What is
important is who you are
inzide & the choices that

yvou are making in your life."

beauty
9/18/2006 7:35 PM

WILL ALEX
CC TE

A paragraph won't
describe me nor a picture.

I am a very fun person. I
don't lie, Make
assumptions, Make things
up, talk behind peoples
backs, or any immature

PLEASE GO

MySpace URL:
http://www.myspace.com/fuckfface

pointless things that get
yvou no where in life. I am

LOOK A
young aravery mature o PHILIP
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Non-Technical Internet Safety Tips

* Place the home computer in a centrally
located place (i.e. the Kitchen or Nearby
Study/Office)

e Never let children have an internet
connection In their room

* Never give out personal / family information,
EVER!

e Consider an Internet Usage Contract

.
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The Dangers of IM

Instant Messaging — generic name for the ability to connect with one
or several people simultaneously for the purposes of exchanging text
messages

Services are available from AOL (AIM or IM), Yahoo, MSN (Microsoft
Network), SKYPE

Chat rooms use the same idea, but instead of one or a few users
exchanging messages, hundreds or thousands of users can exchange
messages

While many chat rooms are legitimate (computers, hobbies, sports,
entertainment), many are adult in nature and bombard the user with
Invitations to enter “private chats” or one-on-one IM sessions with offers
to view porn or web-cams (personal video cameras)

A web-cam is a video camera attached to your computer =

The KidSafe Seminar Please see Parents Internet Guide, pl17
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Chat Rooms

Chat rooms are notorious for adult
content. Unsolicited messages, usually
sent by automated programs (called
BOTS), are sent to drive users to
websites outside of the chat program.

.
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AOL Instant Messenger

* Have your Kids Name Every Screen-Name on their “Bud  dy” List
* If they can’'t Place a Name to Each Screen-Name, DEL ETE IT!
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Unsolicited “Junk” eMall
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Avoiding Unsolicited “Junk” eMall

e Turn on your Junk or Bulk eMall Feature

 Never Open eMails from Senders you don’t know or
Subjects that Sound Strange

 Never Respond to these eMails

 Don’t Enter Contests, Sign Up for Free Things, or F ll
Out Online Surveys

The KidSafe Seminar

© 2009 Atlanta Clearing House



Popup Ad Killers

e Wwww.Panicware.com
o www.Stopzilla.com
* Toolbar.yahoo.com
e Toolbar.google.com
« www.download.com

e Microsoft.com
— Security Updates

The KidSafe Seminar  plegse see Parents Internet Guide, p14
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How to search for material

How to find pornography on your child's and/or home computer.

Pornography is often used in the sexual victimization of children. Sex
offenders often supply their potential victims with pornography as a
means of opening sexual discussions and for seduction. Child
pornography may be used to show the child victim that sex between
children and adults is "normal." Parents should be conscious of the
fact that a child may hide the pornographic files on disk’s, thumb
drives, or even on their web-enabled cell phones. This may be
especially true if the home computer is used by other family members.

File Formats used for digital pictures are:

« JPG/.GIF/.TIF/.BMP /.PIC

The KidSafe Seminar Please see Parents Internet Guide, p11
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How to search for material

The KidSafe Seminar R(_asults of a “picture” search of a disk
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Spy Ware

“Spy Ware” is a generic term for software that logs computer activity
(Instant Messages, Emails, Web Sites Viewed, Keystrokes)

Www. Spectorsoft.com
— Spector Pro

« 1spysoftware.com

e Flexispy.com
— Mobile Security

e Computer -monitoring.com
* Buy-spybuddy.com

The KidSafe Seminar Please see Parents Internet Guide, p21
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Internet Filter / Parental Control Software

$49.95 for a 1 year
subscription

The KidSafe Seminar Goto InternetSafety.com to
© 2008 Atlanta Clearing House learn more about this software



Internet Filter / Parental Control Software

Safe Eyes Mobile

- Available for iPod & iTouch Only
- Records Text Messages
- Blocks Web Content

- Sends Reports to Parent’s
Phone
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Game Console Parental Controls

- Can Restrict Games Based on Rating
- Can Restrict DVD’s Based on Rating

- Restrict Chat Contact / Profiles to “Friends”
only

- Blocks Web Access
- Extra Fee Required (PS3) for Web Filtering
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Technical Internet Safety Tips

Use the Junk Email Feature on your Emaill
Account

 |nstall Pop-Up Blocking Software
 Install a Virus Checking Program
« Keep Up with Windows Update Software

Configure Internet Explorer for Maximum
Security

The KidSafe Seminar Please see Parents Internet Guide, p5
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What Do | Do Now?

 Take Action, Talk with your kids, Make them showyo u
their IM “buddy” list, have them name each one

 Use some type of Security Software

 Threats don’t go away, They Evolve! Stay current by
taking a computer class

 Small Steps can have a BIG IMPACT!
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Thank You!

e The Parents Internet Guide is a workbook, writtenf  or
the non-technical parent to gain control over the
Internet Experience in your home

* You can obtain a copy of the Parents Internet Guide
for $19.95

o Visit http://www.parentsinternetguide.com/ to
purchase online, OR....

 Please send a check (payable to Neal Tomasin) and
shipping info to the following address:

10945 State Bridge Road, STE 401-351
Alpharetta, GA 30022
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